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1
Decision/action requested

It is requested to add the new solution for FS_5G_ProSe_Ph3_SEC in TR 33.743.
2
References

[1]
3GPP TR 33.743: "Study on Security Aspects of Enhancement for Proximity-based Services (ProSe) in 5GS Phase 3"
3
Rationale

This pCR introduces a new solution for FS_5G_ProSe_Ph3_SEC in TR 33.743 [1], which provides a method by which the Remote UE can securely discover the U2N Relay via one or multiple Intermediate Relays.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.Y
Solution #Y: multi-hop UE-to-network Relay discovery security procedure
6.Y.1
Introduction


This solution is proposed to address Key Issue #1, which provides a method by which the Remote UE can securely discover the UE-to-network Relay via one or multiple Intermediate Relays.

For the multi-hop UE-to-Network Relay discovery, in addition to protecting the discovery message by reusing the UE-to-network Relay discovery security mechanism defined in TS 33.503 [5], the involved UE also needs to ensure the trustworthiness of path information before updating the stored record or forwarding the discovery message.

This is because the attacker can launch the replay attack by re-sending the detected discovery message, which may distort the real path information maintained by the Remote UE and Intermediate Relay. For example, the discovery message is captured by the attacker at Time 1 in location A. The attacker can re-send this discovery message at Time 2 (Time 2 is sufficiently close to Time 1) in location B. Once receiving the discovery message, the UE in location B supporting multi-hop UE-to-network relay service can successfully verify this message and forward it to all the UEs in proximity in location B, resulting in the failure of multi-hop UE-to-network relay discovery.

The path information verification can be achieved by authenticating the UE sent the discovery message, i.e. only if the link can be securely established, the UE received the discovery message can trust the included path information and forward this message during the multi-hop UE-to-network Relay discovery.
6.Y.2
Solution details

6.Y.2.1

Multi-hop UE-to-Network Relay Discovery security procedure with Model A 
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Figure 6.Y.2.1-1: Security procedure for multi-hop UE-to-Network Relay Discovery with Model A
0.
The discovery security materials provisioning procedure for 5G ProSe UE-to-network Discovery defined in TS 33.503 [5] is reused for multi-hop UE-to-network relay discovery. 

The UE-to-network Relay obtains the discovery security materials associated with its HPLMN. The Intermediate Relay obtains the discovery security materials associated with its HPLMN, and multiple sets of discovery security materials associated with the HPLMN of potential UE-to-network Relay(s)/Intermediate Relay(s). The Remote UE obtains multiple sets of discovery security materials associated with the HPLMN of potential UE-to-network Relay(s)/Intermediate Relay(s).
1.  The UE-to-network Relay broadcasts the announcement message, which is protected by the discovery security materials associated with the RSC and its HPLMN ID.

2. The Intermediate Relay1 verifies the announcement message by using the discovery security material associated with the PLMN ID of UE-to-network Relay and RSC.

If the verification is passed, the Intermediate Relay1 determines whether to broadcast the announcement message for multi-hop UE-to-Network Relay based on the following principles:

· Whether the criteria defined in TR 23.700-03 [1] can be met or not, e.g. if the Hop-count value is smaller than the Hop-Limit value or not, if the Hop-Count value is smaller than the stored value in the record or not, etc.
· Whether the secure link between the announcing UE and monitoring UE can be established or not, i.e. whether the Intermediate Relay1 can establish the link with the UE-to-network Relay by reusing the link establishment procedure defined in TS 33.503 [5] when there is no connection.
3.  If the above principles are met, the Intermediate Relay1 broadcasts the announcement message, which is protected by the discovery security materials associated with the RSC and its HPLMN ID.
4.   The Intermediate Relay2 verifies the announcement message and determines whether to forward it as step #2. If there is no connection between the Intermediate Relay2 and Intermediate Relay1, the Intermediate Relay2 initiates the link establishment procedure as defined in TS 33.503 [5].

5.  Once the link is securely established, the Intermediate Relay2 broadcasts the protected announcement message.

6.  The Remote UE may select one of the Intermediate Relay based on the received announcement message. For the selected Intermediate Relay, the Remote UE initiates the link establishment procedure. Only if the link is securely established, the Remote UE can initiate the communication establishment procedure with the UE-to-network Relay via the selected Intermediate Relay.

6.Y.2.2

Multi-hop UE-to-Network Relay Discovery security procedure with Model B
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Figure 6.Y.2.2-1: Security procedure for multi-hop UE-to-Network Relay Discovery with Model B
0.
The discovery security materials provisioning procedure for 5G ProSe UE-to-network Discovery defined in TS 33.503 [5] is reused for multi-hop UE-to-network Relay discovery. 

The Remote UE, Intermediate Relay, and UE-to-network Relay obtains the discovery security materials associated with its HPLMN, and multiple sets of discovery security materials associated with the HPLMN of potential UE-to-network Relay(s)/Intermediate Relay(s).

1.  The Remote UE broadcasts the solicitation message, which is protected by the discovery security materials associated with the RSC and its HPLMN ID.

2. The Intermediate Relay verify the solicitation message by using the discovery security material associated with the PLMN ID of Remote UE and RSC. If the verification is passed, the Intermediate Relay further broadcasts the solicitation message, which is protected by the discovery security materials associated with the RSC and its HPLMN ID.

3. The UE-to-network Relay verifies the solicitation message and sends the response message.
4. Once receiving the response message, the Intermediate Relay verifies it by using the corresponding discovery security materials, and determines whether to forward the response message based on the following principles:
· Whether the criteria defined in TR 23.700-03 [1] can be met or not, e.g. if the Hop-count value is smaller than the Hop-Limit value or not, if the Hop-Count value is smaller than the stored value in the record or not, etc.

· Whether the secure link between the Intermediate Relay and UE-to-network Relay can be established or not, i.e. whether the Intermediate Relay1 can establish the link by reusing the link establishment procedure defined in TS 33.503 [5] when there is no connection.
5. If the above principles are met, the Intermediate Relay sends the response message, which is protected by the discovery security materials associated with the RSC and its HPLMN ID.

6. The Remote UE may select one of the Intermediate Relay based on the received response message. For the selected Intermediate Relay, the Remote UE initiates the link establishment procedure. Only if the link is securely established, the Remote UE can initiate the communication establishment procedure with the UE-to-network relay via the selected Intermediate Relay.
6.Y.3
Evaluation


Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*************** End of the Change ****************
